LINKSYS

USER GUIDE

AC1900|24x8
CABLE MODEM ROUTER

Model CG7500



Contents

oo (BT O AV =Y Q= 3
o) o1 YA =TT 3
=T o] 5

TgTS3 =11 E= N A To] o I 6
SBEUP ettt s s R AR st st ae s s s s annes 6

Browser-Based Utility.....coeieccceereeeecece et 10
How to access the browser-based utility.........coooeeeeceeeeeeeeceeeeeeeeeeeeeeeee s 10
How to use the browser-based utility.........cccocvoeueoereeeeeeceeeceeeeeeeeee e 11

SYSEEM StAtUS....e e 12
] = 1 (U= 12

(@7 o} 1o [UT =1 o] oSS TTTTTT 14
CONNECHIVILY oottt ettt s s annas 14
LA T 17
EXtErNal STOrage....c oottt nennen 21
SBCUNIEY ettt ettt s e es s ee st s s s s s et en s 24
Yo 8 0 TTaYE=] o = A o] o I 27

Parental Controls ... 31

TroubleShOOtiNG ..ottt 32

] oYY o L [eT=1 o] 1= 35
LiNKSYS GG 7500 eeceeeeeteeeeeeseesessssssssssssssessssssssesssssssssasssssssassssessssssssssnssssssssasasssses 35
YA oY T8 0=T 1 =] 35



Product Overview

Front view

SAS>NIT

Power Light
Receive Light
Send Light
Status Light

Ethernet Light
2.4GHz Wi-Fi Light
5GHz Wi-Fi Light
USB Light

WPS Light

From top to bottom
Power—Lights up green when the modem router is powered on.
Receive— Light blinks green while the modem router is searching for a connection over

the cable network. Light is solid green when the modem router is receiving data from the
cable network. Light is solid blue during multichannel bonding.

Send—Light blinks green while the modem router is searching for a connection over the
cable network. Light is solid green when the modem router is sending data to the cable
network. Light is solid blue during multichannel bonding.

Status— Lights up green when the modem router has an Internet connection. Flashes
green while the modem router is establishing the Internet connection.

Ethernet—Light is solid green when the modem router is connected to a device through
the LAN port.

2.4 GHz Wi-Fi—Light is solid green when broadcasting 2.4 GHz signal. Light blinks when
the modem router is actively sending or receiving data over the network.



5 GHz Wi-Fi—Light is solid green when broadcasting 5 GHz signal. Light blinks when the
modem router is actively sending or receiving data over the network.

USB—Light is solid green when the modem router is connected to a device through the
USB port.

WPS—Light is solid green when a Wi-Fi Protected Setup™ connection is successfully
established. Light blinks slowly while WPS is setting up a connection, and blinks rapidly if
an error occurs. Light is off when WPS is idle.



Back

USB Port

il

Reset Button

Ethernet Ports

Cable Port

O oo

Power Port

From top to bottom
USB port—Connect and share a USB drive on your network or on the internet.

Reset button—Press and hold for about five seconds to reset the modem router to
factory defaults.

Ethernet ports— Connect the modem router to computers and other devices with
ethernet cables (also called network cables).

Cable port— Connect the modem router to an active cable signal with a coaxial cable.

Power port—Connect to the included power adapter.



Installation

Setup

Disconnect any modems or modem routers before setting up your new modem router.

1. Connect the provided coaxial cable to the cable port on the modem router and a
wall jack.

2. Connect the power adapter to the modem router and plug into a power source.




3. Connect to the secure Wi-Fi name on the sticker in the Quick Start Guide that
came with your modem router. There is also a sticker on the bottom of the modem
router. (You can change these details later.) Select the option to automatically
connect to this network in the future. You will not have internet access until you
complete modem router setup.

4. Open aweb browser and type http://192.168.1.1 in the address bar.

http://192.168.1.1

5. In the pop-up window, enter “admin” in the Password field. Click Log in. The web-
based setup page of your modem router will appear.

LINKSYS

CG7500 AC1900 Cable Modem Router

AUTHENTICATION REQUIRED

Passwors:

Login

6. Make sure you are on the Quick Starttab. Click Begin to start the setup wizard.

LINKSYS AG1900 Wi-Fi Cable »

Syeue Sws

Setup will guide you through activating your modem router
and customizing its setlings.

7. When your modem router is ready, the top four lights (power, receive, send, status)
will be solid.


http://192.168.1.1/

SAS>NIT

Power Light
Receive Light
Send Light

Status Light

Ethernet Light

2.4GHz Wi-Fi Light
5GHz Wi-Fi Light —/—

USB Light

WPS Light

Advanced users can select “l want to skip the Setup and configure the router

manually.”

Let’s get started

Setup will guide you through activating your modem router and customizing its
settings.

¥ | have read and accepted the License Terms for using this software

@skip the Setup and configure the modem rout@




If you choose to manually set up the modem router, you will need to have the

following information available for activation:

. Account number of your broadband subscription

. Phone number linked with your account

. Serial number of the modem router (on the back of the unit)
. MAC address of the modem router (on the back of the unit)
To activate:

Open a web browser from a computer that's connected directly to the modem
router. This is where you will need the information above (account number of your
broadband service, phone number and new modem router device identifiers).
Some service providers have additional setup steps that will automatically appear
in the browser - if not, visit the appropriate link below. Follow the steps for your
internet provider or call them if you are unable to get online.

Note—The modem router may reboot several times during this process and
activation can take up to five minutes.

After activation, you should be able to connect to the internet wirelessly via your
modem router or a wired connection between your computer and the modem
router.

Helpful links:

. https://install.charter.com/

. https://activation.cox.net

. www.xfinity.com/activate



Browser-Based Utility

If you would like to change the modem router’s advanced settings, use the browser-based
utility. For more help with the utility, click the Help link in the upper-right corner of the

screen or go to our support website www.linksys.com/support/cg7500.

LINKSYS

Wi-Fi Seltings

2.4 GHz Network

WieFi Navma

Broadeast S50 » Enabled

Praswom AT IDCRABIOMS

How to access the browser-based utility

1. Launch the web browser on your computer, and enter the router’s default Internet
Protocol (IP) address, 192.168.1.1, in the address field. Press Enter.

http://192.168.1.1

LINKSYS

CG7500 AC1900 Cable Modem Router

AUTHENTICATION REQUIRED

Passwort |

Log in

2. Inthe Password field, enter the password created during setup. If you did not
change the password, the default is “admin”.

3. Click Log in to continue.
10



How to use the browser-based utility

Navigate the utility by using the tabs along the top of the screen and the corresponding
specific menus down the left side of the screen.

LINKSYS

Wi-Fi Seltings
24 GHz Network
WiFi N Linkays00049

Broadeast S50 » Enabled

If you change any settings on a screen, you must click the Save button at the bottom of
the screen to apply your changes. Likewise, click Cancel to clear your changes.

Note—To learn more about any field, click the Help link in the upper-right corner of the
screen.

11



System Status

Status

Status > Overview

Teoublessooting

Sytlem nfoematon Intermet Uptime Fcuter Uptima
= 001 days 02h:21m:12s 001 days 02h:23m:50s
FAGHs
Wi-Fi Name: Linksys00049
Password:
5 GHe
Wil Name Linksys00049_5G
FoRERE,
Device MAC Adapss Managed Dy

]

Overview tells you how long the router has been working since its last restart (Router
Uptime), and how long it has been connected to the internet (Internet Uptime) in that
period. This screen also shows your Wi-Fi name and password, and some details on any Wi-
Fi devices managed by Parental Controls.

Status > System Information

AC1900 Wi-Fi Cabie Mode

Syslem

System information
weF Hardware Version o
Semuarn Varkon 1noaota

Ctés Messerm Fiwtsr Soviad Mumber 1571 008ABI0048

WEC MAC Adgrens 530 w0 Tatnd

System Tene Tuw. 31 Jan 2007 14:01:39

Tirm Zovm UTC-08:00 Paceic Time U5 & Canada)
VAN 1P Aderess 15216888 40

VAN P Addrean (P

AN Fcaving 2260 Byses

Visdi Sencing LT Byoes
et Liptia 001 daye CaniIde
LAN 1P Aadress ST RRTH

System Information page shows basic information such as the MAC address, software
version, and the time that has elapsed since the last restart etc.
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Status > Wi-Fi

The Wi-Fi screen provides detail about all Wi-Fi bands, including Guest Wi-Fi. Clicking the

Wireless Clients button displays details about any connected Wi-Fi devices.

LINCSYS

EEN o

Wikl St (2.4 Gz
etwors Wade .8 G
Cranval [ 4 GHa
Wi St (5 G5
atwors Mosde 8 GHZ
Coanvel [5 Gt

WF Dverview

W-Fi M
Linksys0004#

Lirkys00043_ 43

Gusst S80 Overview

Oloata @ Hep

Wi-Fi Cable Moderm Router cama

Troubbeshactrg

BOZ.11 big' Mesod
At
Enacied

80211 a/nvnc Maned

st 153)
Status. Pavvwant Security Mode
Erabie 1HT1009ABI004S WPAZ Pervoral
Erablec 19T 100NN WPAZ Personal
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Configuration

Connectivity

Connectivity > Local Network

ACT900 Wi-Fi Cabl

Quick Stan Configuraan Parsrial Controts

Sy atus
S -nseu

L Natwere

Wi Seuip Local Hetwork infarmation

Actuarint Ronsieng LAM P Adcress B2 18811
Con-eted Davices

W

Extovral Sieeage GHGP Sarver o+ Eranied

Soral Mash 2952553550

DHCP Loase Time 1 Day
Asmiiabaton
EHCH Searing 1P Address Y82 1681100
EHCT Enang # Adceess 1z 1681 140
Suc DNS1
Sanc D2

e DNG3

Your router ships with the most common settings, and several settings are configured
during setup. You may never have to change these settings.

LAN IP Address

The router's IP address on your Wi-Fi. If you change this address, you'll have to reconnect

your devices to your router.
Subnet Mask

The router's subnet mask on your Wi-Fi. It is used to divide a network into subnets so

information can be routed correctly to computers and devices.
DHCP Server
DHCP (Dynamic Host Configuration Protocol) is enabled by default. DHCP assigns IP

addresses as needed to devices connected to your Wi-Fi.

DHCP Starting Address

The value that the DHCP server starts with when issuing IP addresses.
DHCP Ending Address

The value that the DHCP server ends with when issuing IP addresses.
DHCP Lease Time

The amount of time a Wi-Fi user is allowed connection to the router with her current IP
address. When the time has expired, the user will be automatically assigned a new IP
address, or the lease will be renewed.

14



Static DNS 1-3
Domain Name System (DNS) is how the internet translates a domain or website name into
an internet address, or URL, that you can access. Your ISP will provide at least one DNS

server |P address. You can enter up to three.

WINS
Windows Internet Naming Services manages each computer's interaction with the

internet. If you use WINS a server, enter the server’s IP address. Otherwise, leave it blank.

DHCP Reservations

Click to add or change the DHCP reservations used on your Wi-Fi. DHCP reservations
allow you to assign a unique, fixed IP address to a specific device on your Wi-Fi. This is
helpful when managing devices such as print servers, cameras, printers or game consoles.
A fixed IP address is also recommended if you want to use port forwarding for devices
that need to receive inbound date from the internet. To assign an IP address and MAC
address to a device, click Add and then enter the device name, IP address, and MAC
address. When finished, click Apply.

Connectivity > WAN Setup

LINCSYS AC1900 Wi-Fi Cable Modem Rou!

Troublesheoting

O Autsmatie Configuestion - DHCF

Statis 1P

Uomain Rama Sarver{DS) Address

O Gt Auteematically from 155

Use Thess DRS Servers

Option

MU Evatsied

e "o

WAN Information
Select your internet connection type. If you don't know, call your ISP.

Automatic Configuration - DHCP—Select if your ISP assigns IP addresses dynamically,
meaning you get different IP addresses each time you start your computer.

Static IP—Select this if you use the same IP address each time you connect to the
internet. Enter your internet address, subnet mask, default gateway, and DNS entries. You
can get this information from your ISP.

Domain Name Server Address

Most users get a Domain Name Server address automatically from their ISP. If you
subscribe to your own DNS server, select Use These DNS Servers and complete the
field(s).

15



Option

This section is for advanced users.

Connectivity > Advanced Routing

LINCSYS

Configuration

Advanced Routing
Satic Routing Table

Hame Destination IP Address. Subnet Mask Defoult Gateway Status Action

Click Add to assign a specific IP address, subnet mask, and gateway address to a specific

device. Click Apply.

Connectivity > Connected Devices

LINCSYS AC1900 Wi-Fi Cable r

System Status Quick Start Configuration Parental Controls Troubleshooting

Connected Devices

Device IP Address MAC Address Type Interface
ProductmentsMBP 182.168.1.101 0025000 4b:28:24 DHCP-1P WiFi-5G

Information about devices connected to your Wi-Fi.

16



Wi-Fi > Wi-Fi Settings

Owglut @ Heip

Firmwarn o 1.0.00,010

LINKSYS AG1900 Wi-Fi Gable Modsm Route

System Status Parental Controls Troubleshooting

ekl Wi-Fi Settings
2.4 GHz Network
Wi-Fi Semings
MAC Fitering Wi-Fi Name CGIS00GUI

Wi-Fi Protecied Setup
Guen Access
Advanced Setbings
b Extormal Storage

Broadcast 5510 «f Enabied

Matwek Mocde BO2.11 bigin mixed

» Security Bandwidth Autn

» Adrmirssiration
Channal Autaf)
Security Mode WPAZ Personal
Password mnm
5 GHz Network
Wi-Fi Name CGTS00GUN

Wi-Fi Name

Personalize the Wi-Fi name that appears in the list of available networks.

Broadcast Wi-Fi Name

Allows Wi-Fi devices to detect your Wi-Fi name when they survey the local area for
available Wi-Fi. Not broadcasting your Wi-Fi name does not improve your Wi-Fi security.

Network Mode
Select the standard your Wi-Fi supports.

Bandwidth

The Auto setting provides the best performance with Wireless-B, Wireless G, and Wireless
N (2.4 GHz), Wireless-A, Wireless-N, Wireless-AC (5 GHz) devices. For a channel width of
20 MHz, select 20 MHz only.

Channel

Select the channel for Wireless-B, Wireless-G, Wireless-N, Wireless-A, or Wireless-AC
networking. If you're not sure which one to use, choose Auto.

Security Mode
Each device on your Wi-Fi must use the same security mode.

Password

Wi-Fi devices must enter this password, sometimes called a security key, to connect to
your Wi-Fi.

17



Wi-Fi > MAC Filtering

©LlogOut @ Help

Firmware Version: 1.0.00.010

LINKSYS AC1900 Wi-Fi Cable Modem Router casoo

System Status Quick Start Configuration Parental Controls Troubleshooting

gt Wi-Fi MAC Filters

v Wi-Fi
Wi-Fi Settings MAC Filters | Enabled
MAC Filtering

'Wi-Fi Protected Setup Connected Devices Refresh
Guest Access
Device IP Address MAC Address Type Interface  Action
Advanced Settings
ProductmentsMBP  192.168.1.101 00:25:00:4b:28:24 DHCP-IP WiFi-5G
» External Storage
+ Sacuiily Managed Wi-Fi MAC Filters
» Administration 2 .
Filter Options _ Allow Access List (=) Deny Access List
Device MAC Address Action

Add MAC Address

| see | cace |

MAC filtering is a way to allow or deny access to your network by identifying specific MAC
addresses. It is not a good substitute for a secure Wi-Fi password. If you enable MAC
Filtering, Wi-Fi Protected Setup will be disabled automatically.

MAC Filters

Select Enabled to begin filtering Wi-Fi devices by MAC address.
Filter Options

Allow Access List limits access to devices whose MAC addresses are listed. All other
devices will be denied. Deny Access List allows you to create a list of MAC addresses that
cannot access your network. All devices not on that list will be able to connect to your
network.

Add MAC Address
Add a MAC address to your list.

18



Wi-Fi > Wi-Fi Protected Setup

© logOut @ Help

Firmware Version: 1.0.00.010

LINKSYS AC1900 Wi-Fi Cable Modem Router ca7so0
System Status Quick Start Configuration Parental Controls Troubleshooting

HCoonReton Wi-Fi Protected Setup™
v Wi-Fi

Wi-Fi Settings WPS Enabled « ON

MAC Filtering

Wi-Fi Protected Setup Wi-Fi Protected Setup cannot be used with WEP,

WPAZ2 Enterprise or WPA/WPAZ Enterprise Mixed
Guest Access

security mode or setting broadcast SSID or
Advanced Settings network mode (2.4G or 5G) disable or MAC
Filtering. To use Wi-Fi Protected Setup, change
your Wi-Fi security mode, broadcast SSID,
network mode and/or disable MAC Filtering.

» Administration

Push Button

If your client device has a Wi-Fi Protected Setup
button, click or press that button and then click
the button.

Router PIN

Wi-Fi Protected Setup makes it easy to add devices to your Wi-Fi without having to enter a
Wi-Fi name and password. To use Wi-Fi Protected Setup, the device you want to connect
must support it.

WPS Enabled

If you uncheck this box, you can't use Wi-Fi Protected Setup to connect devices to your
Wi-Fi, and the Wi-Fi Protected Setup push button on your router will also be disabled.

Push Button

Use this if your device has a Wi-Fi Protected Setup button or prompts you to press the Wi-
Fi Protected Setup button on your router. Press or click the Wi-Fi Protected Setup button
on the device you want to connect to Wi-Fi, and then click the button on this page.

Router PIN

Use this if the device you're connecting asks for the router PIN (Personal Identification
Number). The router PIN is also listed on the bottom of the modem router.

Device PIN

Use this if your device has a Wi-Fi Protected Setup PIN. Enter the PIN from the device into
the PIN field and then click Register.

19



Wi-Fi > Guest Access

Quick Start

p o Guest Wi-Fi Settings
WiF
Wi-Fi Setngs Guest Wi-Fi 2.4 Gz

MAC Fitering
Wi-Fi Frolected Setup
Gttt Accass Guest Wi-Fi 5 GHe

2.4 GHz SSID

& GHz SSID

Guest Wi-Fi Password

Max Guest Allowed

AC1900 Wi-Fi Cable Modem

Configuration Parental Controls Troubleshoo

Enabled

Lnksys00049-Guest

Enstred

Linksys0D0049-Guest-5G

BeMyGuest

& Guests

Guest Access is a way to share internet access. Guests can get online, but they can't see
or access other connected devices. You can turn guest access on and off, give it a name
and password, and set the number of guest devices allowed.

When you set up your router, a secure guest network was created automatically on the
router's 2.4 GHz/5 GHz band. Guest access is available on these two bands. Be sure to
keep this in mind if you're connecting other networking devices, such as an extender. It
should be configured to use the 2.4 GHz/5 GHz band as well if you plan to use guest
access.

Wi-Fi > Advanced Settings

LINCSYS AC1900 Wi-Fi Cable Modem Route

System Status Quick Start Configuraticn Parental Controls Troublsshocting

Advanced Wi-Fi Settings

WA-Fi Semings. 1GMP Snacping o Enabled
MAC Fitering
wnsmae T
Wi-Fi Protected Setup
ol s [ ence |
Advanced Semings
v External Slomge
e T T
v Adminisistion

IGMP Snooping is turned on by default. Only advanced users should turn off this setting.

20



External Storage

External Storage > Status

LINCSYS

Status
Extornat Storage Drive
s [ e

No. Voume Name Space Used Deczs

Folder Access
Foiner Access Eratied
Sacurs fcider Atcess [
PC Access (Fis snplore) ISR 1ER 1 1

MAS Accwss iFircer] 15208000

FIP Server
Server Name TS0
FTP Sanver Deastied

Sorver LAN B Address o192 168.1.0:21

Click Eject before physically disconnecting a USB disk from the modem router. This
prevents the possible loss of data, which may occur if you remove the disk while it is
transferring data.

External Storage > Folder Access

LINCSYS

Stary Configuration

Foider Access
Setup

Folder Access o Enaied
Secure Foider Access Enatied

Folder Mamage
Earver Name Parntion Folder Een [

You can decide who has access to external storage connected by USB to your modem
router. When Shared Status is disabled, anyone on your network can access all content on
your storage device. If it is enabled, you can specify which users can see which content.

Click Eject before physically disconnecting a USB disk from the modem router. This
prevents the possible loss of data, which may occur if you remove the disk while it is
transferring data.

21



External Storage > FTP Server

AC1T800 Wi-Fi Cabie Modem Routar

Canfigurasisn

FTP Server
Senun

Setver Name carse

You can access the folders on your storage device remotely from anywhere you have an
internet connection using an FTP (File Transfer Protocol) server. You can access the
content using a web browser or FTP software.

Server Name - Personalized the name of your FTP server.

FTP Server

Select to enable the FTP server, and make content available remotely.
Internet Access

Select to allow access to your storage device with a web browser.
FTP Port

The default port, 21, will work for most users. Advanced users may change to a different
port to serve their needs.

Add FTP Folder

To add a FTP folder, enter the server name and the information to use.

External Storage > Media Server

A media server lets you share across your network content on an attached external

storage device. You can share media with devices that are UPnP AV (Audio and Video)-

enabled or DLNA (Digital Living Network Alliance)-certified devices in your home. These
22



include digital media players, gaming consoles with a built-in media player, and digital
picture frames.

You can specify which folders are used by the media server, add and disabled/delete
folders, and specify how often the folders are scanned for new content.

Media Server

Select to share media.

Server Name

Personalize the display name of your UPnP media server.
Scan Interval

Specify how often the modem router scans folders on the external storage device for new
content. Scanning can take several hours, especially the first time the device is scanned,
or if you add a lot of new content. Subsequent scans should take less time. To scan the
folders immediately, click Scan Now.

Click Add New Folder to add a new shared media folder. Select the folder on the attached
external storage device that contains the content you want to share.

External Storage > Account

AC 1900 Wi-Fi Cable Mo Router «

Parenasl Controls Troubleshoot

Two user accounts are preset for the modem router: admin and guest. The password for
the admin user is the modem router’'s admin password. The password for the guest user is
"guest".

Group Management

If you want to add to the default groups, click Create New Group and enter the name,
description and the type of permission the group will have. Select Read and Write to allow
the group to view, edit, or delete content. Select Read Onlyto limit the group to viewing
content.

User Management

If you want to add a user to one of your groups, click Create New User and enter a user
name, description, and password, and assign the user to a group.

23



Security

Security > Firewall

Firewall Setlings
Frewal o Eratied
» Bock IMP Ping (WANY
+ 1% Enatled
« Fitee IDENT (Pert 11 Eraind

The firewall, which protects your Wi-Fi from internet threats, is enabled by default.

Security > DMZ

DMZ Settings
oz Enatied

Destination i Address

T T T o

The Demilitarized Zone (DMZ) feature can be used to expose a web server, mail server, or
web camera to the internet so anyone can access it. This feature is not recommended
because it presents significant security risks to the device that you designate for the
DMZ. The device will not be protected by the built-in firewalls, internet filters, or modem
router web filters.

With DMZ enabled, use the Destination IP Addressto identify the device you wish to be in
the DMZ. Click View DHCP Client Table to see a list of connected devices. Select the IP
address of the desired device and it will automatically populate the Destination /P Address
field.

24



Security > DDNS

DDMNS Semtings

Sebect a Provider Disatied

Ty T T
The DDNS feature lets you configure a domain name for your home network, which you

can use to easily find your network on the internet. This is useful if you want to remotely
access a USB drive or web camera over the internet.

Select your DDNS service and complete the fields with information provided to you by
your DDNS provider.

Security > Single Port Forwarding

e T T T

Single Port Forwarding directs inbound traffic from the internet on a specific port to a
single device on your Wi-Fi. For example, forwarding inbound web requests, typically on
port 80, to a web server. To forward to multiple ports, create additional entries to forward
additional ports to the same IP address. Click Add a New Single Port Forwarding.

Application name

The application or device name using port forwarding. Refer to your device's
documentation for recommendations if needed.

External Port
Enter the external port number.

Internal Port
Enter the internal port number.

25



Protocol
Select the protocol to use.
Device IP Address

Enter the IP address you have reserved for the computer you want to forward internet
traffic to.

Status

Select to use the port forwarding. If you don't want to use port forwarding but want to
keep the information in the table, unselect the checkbox.

Security > Port Range Forwarding

Pon Range Forwarding

Apphcation Name ‘Start--End Port Frotacal Device & Address Status Action

Port forwarding directs inbound traffic from the internet on range of ports to a specific
device on your Wi-Fi. For example, some applications can use a range of ports so that if
one port is busy, they can try another one. Click Add a New Port Range Forwarding.

Application name
The application or device name using port forwarding.
Start-End Port

The port number or range of ports used by the application or device for port forwarding.
To specify a range of ports, separate the first and last port numbers with a dash, for
example, 5800-5900.

Protocol
Select the protocol to use, typically TCP.
Device IP Address

Enter the last three digits of the IP address of the computer running the software that
requires port forwarding.

Status

Select to use port range forwarding. If you don't want to use port forwarding but want to
keep the information in the table, unselect the checkbox.

26



Security > Port Range Triggering

Port Range Triggering

Aqpisc atuoe Name Trigger angs Farwnni Range Protacal Seatus Acton

g

Port range triggering allows the modem router to watch outgoing data for specific port
numbers. The cable modem remembers the IP address of the device that sends the data

so returning data is routed back to the proper device. This is useful when using a USB or

Bluetooth headset for online chat and gaming. Click Add a New Port Range Triggering.

Application name
The application or device using port triggering.

Trigger Port Range/Forward Port Range

The port number or range of ports used by the application or device for port triggering.

Status

Select to use port range triggering. If you don't want to use port range triggering for that

entry, but want to keep the information in the table, unselect the checkbox.

Administration

Administration > Password

€ toa

00 Wi-Fi Cable Madem Router

Trewhshostrg
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Allows you to change the modem router password. Use it to access modem router settings
and features such as Guest Access and Parental Controls. To change the password, first
enter the old password, then type a new password and confirm it. Click Save. Be sure to
write down this password and keep it somewhere safe.

Administration > Time Zone

O

AC1900 Wi-Fi Cable Modam Fouter cors

Time Zone
Tima Zora UTE-0800 Pacic Trma A5 & Canaos

Automartcaly Adust for Cayrt

g Thih o Eratiod

Set the current time zone for your area and adjust the time for daylight savings time
changes.

Administration > Remote Management

LINKSYS

Remole Management

M you Gralis Rematn MaNagement. we IBcommend crangng
for acuRty urpase

Management Access

Protocol oo
HTTP Ereatimt

igt

WTTRS Enatied

Remste Access I Addreas Rangs

Al Ay et 15 Acres 1 Device Remotery o Enatien

Select a remote access protocol and identify a port to use when accessing your modem
router settings when away from home and not connected to your Wi-Fi.

Protocol
Select the protocol for remote access.

On/Off

Enabled/Disabled the remote access.

Port

Enter the port number that will be open to remote access.

Allow Any Host to Access the Device Remotely

28



Select to allow remote access to the modem router from any external IP address. Deselect
to specify an external IP address or range of IP addresses allowed to remotely access
your modem router.

Administration > Gateway Function

LINKSYS

UPnP (Universal Plug and Play) allows devices connected to Wi-Fi to discover each other
and automatically create working configurations. Examples of UPnP-capable devices
include web cameras, online gaming applications, and VolP devices. UPnP is enabled by
default.

Select to allow users to change router settings or disable your local internet connection
while using UPnP.

SIP ALG (Session Initiation Protocol Application Layer Gateway) is a feature that allows
certain VOIP service providers to get through your modem router's firewall. Select to use
this feature.

Administration > Backup

LINKSYS

Backup and Restore Modem Router Configurations

Hackus our Confgurnens EEE
Rutiaw Your Corfiguratiorns Croces Fie N e ehoaan =

e
Backup Your Configurations

Back up your modem router's settings to a file on your computer. You can use the file later
if you need to restore the settings. To create a backup file of the current settings.

Restore Your Configurations

Click Choose File and navigate to the backup file you want to restore. Click Restore.
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Administration > Device Reset

LINCSYS

Restart the Modem Router

Restarts your modem router by turning it off and then on again. All devices connected to
your modem router will be disconnected. They will reconnect automatically when the
restart finishes.

Reset to Factory Default Settings

Resets all modem router settings to how they were before you set it up. A reset changes
the modem router name, password, security settings, parental control settings, and all
other settings you have changed. After a reset, you can customize your settings again.
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Parental Controls

Parental Controls

Parental Gontrols Eratied

Devies MAC Address. Action

Manage Duvice Table

Use Parental Controls to manage internet use by blocking access per device. You also can
block specific sites per device. Once you turn on Parental Controls, click Block Internet
Access next to a device in the Connected Devices table. Select Never, Alwaysor Specific
Times. If you choose Specific Times, you will have to select the days and times you want to
block the internet on that device.

Click Addnext to Block Specific Sites and Choose Block Sites and enter the URL of the
sites you want to block from that device. Click Apply. Click Addagain to block another
site.

Use the Manage Device Tableto change parental control settings. Click Manage to make
changes and Delete to undo all parental controls on a device.

Click Add a New Device to assign parental controls to a new device on your Wi-Fi. Enter a
device name and the device's MAC address, then choose when to block the internet to
that device.

Click Save before leaving the page.
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Troubleshooting

DOCSIS Provisioning

This screen provides details on the provisioning of your modem router.

Diagnostics

LINKSYS

Diagnostics

DGO Provsioning
e o [ o

DOCSIS WaN
—— O o T T

Flasadt (Ping o Tracemase)

Use diagnostics to aid in troubleshooting your modem router's connectivity.
Ping

Check whether a destination IP/URL is available.

Traceroute

Trace the routing path to the destination IP/URL.

Abort

Stop ping test or traceroute test.



DOCSIS WAN

LINCSYS
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The DOCSIS WAN screen shows a DOCSIS overview, and downstream/upstream activity

overview. Click Reset FEC Counters to start counting new errors
(Correcteds/Uncorrectables).

DOCSIS Event

DOCSIS Event
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The DOCSIS event log chronicles DOCSIS errors that generated log entries.
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The report shows details about your router and its current network settings. This
information can be very helpful if you have to call your ISP or Linksys Support for help with

your Internet connection or router.

The following buttons are available for both the Devices and Report pages:
Refresh

Redisplays the most current information.

Print

Prints the information currently displayed.
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Specifications

Linksys GG7500
Model Name AC1900 | 24x8 Cable Modem Router
Model Number CG7500
Switch Port Speed 10/100/1000 Mbps (Gigabit Ethernet)
Radio Frequency 2.4 GHzand 5 GHz
# of Antennas 6 internal

Ports Cable, Power, USB 2.0, Ethernet (1-4)

Buttons Reset

Lights Ethernet, WPS, Wi-Fi, Internet
(Send/Receive/Status), Power, Ethernet

UPnP Supported

Security Features WEP, WPA-Enterprise, WPA2-Personal

Security Key Bits Up to 128-bit encryption

Storage File System Support

FAT, NTFS, and HFS+

Environmental
Dimensions 30 mm x 185mm x 240 mm
Unit Weight TBD
Power 12V, 3A

Certifications

FCC, UL, Wi-Fi (IEEE 802 .11ac/a/b/g/n), RoHS

Operating Temperature

0 to 40°C (32 to 104°F)

Storage Temperature -20 to 60°C, (-4 to 140°F)
Operating Humidity 10% to 80% relative humidity, non-condensing
Storage Humidity 5% to 90% non-condensing

Specifications are subject to change without notice.
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NOTES

For regulatory, warranty, and safety information, see the CD that came with your modem
router or go to Linksys.com/support.

Maximum performance derived from IEEE Standard 802 .11 specifications. Actual
performance can vary, including lower wireless network capacity, data throughput rate,
range and coverage. Performance depends on many factors, conditions and variables,
including distance from the access point, volume of network traffic, building materials and
construction, operating system used, mix of wireless products used, interference and
other adverse conditions.

Visit linksys.com/support/ for award-winning technical support.

BELKIN, LINKSYS and many product names and logos are trademarks of the Belkin group
of companies. Third-party trademarks mentioned are the property of their respective
owners.

© 2017 Belkin International, Inc. and/or its affiliates. All rights reserved.

LNKPG-00350 Rev. AOO
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